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A practical guide to creating a secure network infrastructure

Understand basic cryptography and security technologies●

Identify the threats and common attacks to a network infrastructure●

Learn how to create a security policy●

Find out how to recover from a security breach●

Study specific implementation scenarios for securing your network environment●

Learn about advances in security technologies●

Designing Network Security, Second Edition, is a practical guide designed to help you understand the
fundamentals of securing your corporate network infrastructure. This book takes a comprehensive look at
underlying security technologies, the process of creating a security policy, and the practical requirements
necessary to implement a corporate security policy.

You will gain a thorough understanding of basic cryptography, the most widely deployed security
technologies, and key emerging security technologies. You will be able to guide the architecture and
implementation of a security policy for a corporate environment by knowing possible threats and
vulnerabilities and understanding the steps required to perform a risk management assessment. Through the
use of specific configuration examples, you will learn about the features required in network infrastructure
equipment to implement the given security policy, including securing the internal corporate infrastructure,
Internet access, and the remote access environment.

This new edition includes coverage of new security features including SSH on routers, switches, and the
PIX(r) Firewall; enhancements to L2TP and IPSec; Cisco(r) LEAP for wireless networks; digital certificates;
advanced AAA functionality; and Cisco Intrusion Detection System features and products. Additional
practical examples include current security trends using VPN, wireless, and VoIP networking examples.

This book is part of the Networking Technology Series from Cisco Press(r), which offers networking
professionals valuable information for constructing efficient networks, understanding new technologies, and
building successful careers.
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From reader reviews:

Robert Kuehner:

Why don't make it to become your habit? Right now, try to ready your time to do the important work, like
looking for your favorite guide and reading a guide. Beside you can solve your long lasting problem; you can
add your knowledge by the e-book entitled Designing Network Security (2nd Edition). Try to face the book
Designing Network Security (2nd Edition) as your friend. It means that it can to get your friend when you
sense alone and beside that course make you smarter than in the past. Yeah, it is very fortuned in your case.
The book makes you far more confidence because you can know every little thing by the book. So , we
should make new experience and also knowledge with this book.

Dianne Tripp:

The guide untitled Designing Network Security (2nd Edition) is the publication that recommended to you to
read. You can see the quality of the guide content that will be shown to you actually. The language that
writer use to explained their way of doing something is easily to understand. The author was did a lot of
research when write the book, and so the information that they share for your requirements is absolutely
accurate. You also might get the e-book of Designing Network Security (2nd Edition) from the publisher to
make you a lot more enjoy free time.

Randy Caldera:

Is it a person who having spare time and then spend it whole day by watching television programs or just
laying on the bed? Do you need something totally new? This Designing Network Security (2nd Edition) can
be the solution, oh how comes? A fresh book you know. You are therefore out of date, spending your extra
time by reading in this brand-new era is common not a nerd activity. So what these guides have than the
others?

Marc Medina:

Do you like reading a publication? Confuse to looking for your best book? Or your book seemed to be rare?
Why so many issue for the book? But any kind of people feel that they enjoy to get reading. Some people
likes reading through, not only science book but novel and Designing Network Security (2nd Edition) or
maybe others sources were given understanding for you. After you know how the great a book, you feel need
to read more and more. Science publication was created for teacher or students especially. Those ebooks are
helping them to bring their knowledge. In additional case, beside science book, any other book likes
Designing Network Security (2nd Edition) to make your spare time considerably more colorful. Many types
of book like this one.
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